COMPREHENSIVE
RESPONSE TO
DAMAGING LEAKS
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In late 2017 and early 2018, a major social
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Banyan dispatched one of its

company

journalists

who

regularly reported on technology companies
and social media issues. The nature of the
information leaked to the journalists was such
that it could only have been provided by
current or former employees.
News

stories

containing

the

leaked

information generated significant attention in
the media and were widely shared by users
across various social media platforms. As a
result, the company's stock price suffered a
marked decline, resulting in a material impact
to the company's market capitalization.

Source: Identity Theft Resource Center

Banyan and the in-house investigations team
collaborated closely throughout the entire
investigation with the company’s legal team,
human resources, IT engineering, IT security,
and various personnel from several business

Turning to a Trusted Partner

units to seek requisite approvals and to ensure

Due to the gravity of the leaks, they turned to

compliance with all company policies and

their preferred outside partner, Banyan Risk

procedures.

that the investigation was conducted in strict

Group for assistance. The company turned to
Banyan to quickly and thoroughly investigate
the source of the leaks and to help them
develop processes, procedures, and programs
to prevent future leaks of its confidential,
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comprehensive

list

of

Requests

For

better protect the company's confidential,

Information (RFIs) to develop a list of leak

proprietary,

and

suspects from among the ranks of current and

information.

sensitive

company

former employees. Information produced by
the RFIs submitted to the company’s internal
and external data resource owners was
analyzed in real-time as it came in and
generated new leads and produced additional
evidence which helped the investigation to
hone in on a small pool of potential suspects.
Additionally, the team jointly conducted
personal interviews with managers and co-

Source: IBM Corporation

workers of current and former employees who

Identifying the Suspect

were identified as strong suspects, who had
potential motives for the leaks, and had access

Analysis of the voluminous amounts of data

to the critical confidential, proprietary, and

returned from the RFIs and information

sensitive company information which was

obtained from multiple company co-workers

leaked to the reporters and reported in their

and managers led Banyan and the in-house

news stories.

investigations team to identify a key suspect as

In an effort designed to prevent future leaks,
joint interviews were also conducted with a
variety of other company personnel to identify
weaknesses and gaps in the company’s
business control regimens, business processes,
and company policies and procedures. Armed
with this information, Banyan was able to
make recommendations for closing control and
process gaps and for building more robust
controls to limit unauthorized access and

the highly probable source of the leaks. The
suspect was a disgruntled former employee
who had a long history of abusing his
permissions

and

access

to

confidential,

proprietary, and sensitive company data; of
lying and grossly exaggerating his personal
work history, life experiences and professional
achievements; had criminal charges filed
against him for "misuse of data"; and had been
sued

for

copyright

investigation

also

infringement.
uncovered
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evidence that the former employee had a

multiple criminal and civil actions that could

personal relationship with the journalist who

be taken against the former employee.

published the story containing the most
damaging leaked information.
information

substantiating

Additional

the

suspect's

relationship with the journalist was obtained
during personal interviews of three former coworkers.

Lastly, social media exchanges

between the suspect and journalist were
deleted following the release of the journalist's
article containing the leaked information.

employ ranging from low complexity, risk and
reward to high complexity, risk and reward to
discredit the journalists and the former
employee if, during additional investigation,
the former employee confessed to being the
leaker.

offered the company the added bonus of

Responses

serving to confuse their competitors, thereby

Because the most probable leaker was a former
employee, the company’s avenues for recourse
were more limited than they would have been
if the leaker had been a current employee. The
asked

possible active measures the company could

Some of Banyan's proposed active measures

Developing Potential

company

Banyan also developed a full spectrum of

Banyan

to

develop

a

comprehensive list of potential courses of
actions they could consider pursuing. The list
was to include all possible options which could
be utilized to limit future damage to the
company, mitigate risk, and/or to turn the

effectively limiting the company's loss of
competitive advantage for existing products
and those in the product development
pipeline. This was a real concern due to their
competitors' known efforts to reverse engineer
the information leaked in the articles to close
the gap between their respective products.

Building a Strong Foundation
for Risk Mitigation

realistic probability of future leaks from this

Lastly,

suspect or other current or former employees

recommendations for programs the company

to its advantage. Banyan compiled the

should consider creating to improve their

requested list of options ranging from low

overall ability to protect their most closely

complexity,

guarded secrets, and limit the risk of fraud,

risk

and

reward

to

high

complexity, risk and reward. The list included

Banyan
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a

theft, and employee misconduct.

list

of
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recommendations

included

creating

and

To bolster the likelihood of success for these

strengthening the following company-wide

recommended

programs,

Banyan

also

programs: an ethics program; an investigations

recommended developing awareness and

program; a rewards program for tips leading

training programs to increase employee

to successful resolution of, or prevention of,

awareness and participation.

criminal behavior or employee misconduct; a
data loss prevention program; and an insider
threat program.

Source: CA Technologies, Insider Threat 2018 Report
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BANYAN RISK GROUP CAN HELP YOUR COMPANY OR CLIENTS
WHO HAVE BEEN HARMED BY LEAKS OR THEFT OF
CONFIDENTIAL, PROPRIETARY OR SENSITIVE COMPANY
INFORMATION, INTELLECTUAL PROPERTY AND DATA.

•

Banyan's experienced investigators can help you identify the parties responsible
for the thefts, assess the potential damage to your company, and identify and
assist companies with closing control and process gaps exploited by leakers,
criminals, unethical employees or former employees.

•

Banyan can help mitigate future risk by helping customers create ethics
programs, investigations programs, insider threat programs, data loss prevention
programs and rewards programs; and develop and deploy training and
awareness programs to ensure their success.

To review Banyan Risk Group's suite of client services and read some of
our past success stories, please visit our website:
www.banyanriskgroup.com
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